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NEXThink integration with third party
solutions datasheet

NEXThink technology offers standard interfaces and APIs enabling NEXThink to offer unique
end to end solutions with our technology partners. This allows our IT workplace analytics and
user-centric monitoring solution to be seamlessly integrated with third party applications.

NEXThink solutions integrated with current IT management, monitoring and reporting tools
enable IT department to maximize their past investments while optimizing their time,
resources and costs. These unified solutions powered by NEXThink allow IT departments to
communicate faster, effectively and effortlessly with each other and with the business.

This document briefly describes the different interfaces and APIs offered by NEXThink. More
detailed technical documentation is available on doc.nexthink.com
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Different interfaces and APIs for different
types of interaction with NEXThink

NEXThink offers different methods of interaction with
its real-time monitoring and analytics product, see
table on page 2 for a full matrix of benefits and

integration type. NEeXTHNK

User-Centric IT
Analytics

Here is the list of the possible integrations offered:
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Opening the Finder from a specific URL 5
¢ Receiving alerts from the Engine via syslog

and/or email messages b, e
e Interacting with the Engine via the Web API s &

. . . Uty ang compliance ™
Integration with Microsoft System Center
2007 and 2012

Through the support of NEXThink Certified Partners and NEXThink Professional Services,
customized and more advanced integration are possible. Please contact your NEXThink
Sales Representative in the case of such a requirement.
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NEXThink integration-value matrix to leverage traditional IT monitoring
and management solutions

Customer pain points

Traditional
solutions to

How to manage a
dynamic and always
changing
infrastructure with
static data that doesn't
show the current
situation?

How to deliver high-
quality IT services to
every end-user when |
monitor only my
datacenter and my
network?

80% of security
problems are coming
from the user-side of
IT, how to better
enable a trusted
workplace across the
organization?

70% of my incidents
are raised by users
calling the support,
how can | become
more proactive
avoiding business
impact and solve
remaining problems
faster?
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leverage

Asset and Client
Management

CMDB

SCCM, Altiris,
Landesk,...

Event & Service
Management

IBM Tivoli, SCOM,
Nagios, Nimsoft,
HP,..

Security
management &
SIEMS

Arcsight, Splunk, ...

Service Desk

Servicenow, BMC
Remedy, Helpline ,

Value-added of a .'\'EXTh'F"‘

NEXThink integrations Integration
interfaces

Real-time update on asset Web API

change, status, usage and .

issues to manage change %

with confidence, save -

costs, take informed

decisions

Maintain and enhance end Syslog and

user experience and Email alerts

satisfaction by keeping .

track of SLA and events fSL'?‘\I—W'.dgg

that pose a threat to end- for Magios

user application

performance in a proactive

fashion

Faster time to security Web API

standards of your Svslog and

workplace (patch, E\m%ailgaFrts

undesired applications), —

detection of behavior

anomalies, additional end-

point compliance into your

reports

Resolve cases 10 times nxt:// URL

faster with One click real- Finder

time diagnostics and integration

properties. Take proactive

remediation measures,

improve user satisfaction
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Examples of existing integrations with NEXThink Technology Partners

Email and Collaboration

+~0O

SLA

95.43% i

target:
outage duration: 1d Sh 43min

%

Operational component Value % impacted users # impacted users #users Outage duration

~ B

4 #» August 2011

EXCHI 117 no outage
EXCHO02 98.32% 9.93% 111 117 12h 23min
Dot 87.11% 6.35% 71 117 21h 19min
DCO2 100% - (1] 117 no outage
FESW01 92.31% 21.57% 241 117 2d 8h 12min

85% 465% 17 4j 15h 36min

Nagios integration with the NEXThink Portal for end-to-end SLA management and support

. ArcSight Console 4.5.1.6043.2 = x|

Fle Edt View Window Tools System Help
p-oagfivaexa

W I [p]E »w ml'

Fe-Jivoavssacal oa]i@s-|

HEY m

Navigator & 2 x [ viewer & 2 x [ Inspect/Edit g2 x
Resources Event Inspector |
_[chnﬂecm Cori+altE v ||| {, | 3H[Description
=7 Connectors == = < ol | NEC
&-F7 shared (O3 Active Channel: Nexthink TotalEvents:4 — || @ 00
ERaFINCEETE | Stort Time: 27 0ct 2010 10:22:00 Asr Very High:0
(@Y | End Time: 27 0ct 2010 11:22:
19 0B Server| |LEl0 Device Product = Wemnk
Devices
g (Ol 1nline Filter: No Fiter
||| Manager Receipt Tme § 1[Name & Source ity $|Device Vendor : &
270ct 2010 11:15:08 AST 172.17 [cCS36-WS | @Z)|Nexthink - 7
Malware Detected 3] @ Nexthink B @ |Notification v
Malware Detected [172.17. [NBHZAINAL | @Z)|Nexthink 1Name Valie
Matware Detected  |172.17. 1urvu |HOBAIDLY-WS2 | @ Z ) |Nexthink t
Name. IMalware Detected
End Time 270ct 2010 11:15:02 AST
Event Count 1
Agent
Agent Host Name Arcsight
Agent Address 172.16.
Agent Name Nexthink Flex
Device
% IDevice Address 172.16.°
L 53 pep Device Vendor exthink
-7 Flex | Device Product lexthink
Fl Source
Source Host Name lccs3s-ws
& 55 ms-£x Source Address 172.17.0
Unascigre Source Zone Name RFC1918: 172.16.0.0-172.31.255.255
Device Custom
Device Custom String1.Location Hay
IDevice Custom String2.Binary Path 7 ableDrive %] [strongkey 11, 3-buid-208.exe 7 9oWindow
I %/system/dlcache.exe
Device Custom String3.Last seen 27.10.2010@11:14:45
Device Custom Strings.Incoming traffic  |30.9KB
Device Custom Stringé. Outgoing traffic |48.6KB
I 1 »
3 Grid
<[ B o <1 . ]

[6) [11:20:15] Active Channi “Untited Active Channel updated successfuly.

=

HP Arcsight Desktop Compliance Control integrated with NEXThink
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Message Properties m
State ] Commands ] Custom Message Attiibutes l

General | Annotations | Duplicates | Instuctions ] Text

ID:  8bBd4a72-4578-71e0-1f04-3c1006A0000

ow—

o]
g

&

Time First Created on Node: |3i3«'2011 12:2805PM +0300UTC

|3i3.!2ﬂ11 1:27:23AM -0800UTC

Time Fist Received on Server:

MNumber of Duplicates: IU

Time Last Received on Server: I3i3!2ﬂ11 1:27:234M -0800UTC
Sender. |OMWwS hplabs local

Drigin: |

Primaty Mode Name: |nxeng‘ne

Service |d |{44&3032-2543-4590-.3\159-Ee?dcdenﬁ???}
Message Group: |Na<lh'rk

Message Type: I

Message Key: |

Ack msgs w/msg key: |

Palicy: |Nenlhhk4ntngog—qa{1 3] (Match_Alerts)

PolicyType: |Lngfie Entry | Windows Event Log

Applicatior:  [Nexthink

Object: |AMALIK
™ Unmatched

Ok | Cancel | Help

Apply |

NEXTHINK

HP Open Manager message triggered by a NEXThink event

| NEXThink SAP Service

MNexthink table

Mini Map

Current connected user

Source
WKS01
WK 502
WK 503

F -+ x

NEXTHINK

User Response Time | Conn Start IN
mrn@agl.local ._L. /12011 @ |
run@agl.local ._L| 25112001 @ ||
kip@agl.local A /12011 @ L

User connection failed

Source

WH 504

User

ulig@agl.local

Last online

Fa

25.11.2011 @

Response Time

-

ouT

NEXTHINK

{ \

Qutage Curation

N -

Nimsoft Unified Monitoring Portal integrated with NEXThink end-user activity and issues
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Opening the Finder from a specifically formatted URL

The NEXThink Finder, built upon powerful visualization techniques, enables fine grained
analysis of the end user computing infrastructure activity data, stored in the Engine. It is very
a powerful GUI (graphical user interface) and is the primary interface that most NEXThink
customers use every day.

The NEXThink Finder provides a simple way to be invoked from a specifically formatted URL
that contains the “nxt://” prefix. Such a URL will contain information about the NEXThink
Engine session to use for the connection and the data on which the Finder will open its GUI
upon launch. A typical scenario which can leverage this capability is in a Service Desk
environment. A ticket containing the name or IP address of the desktop having issues can be
included in the URL to open the Finder automatically on the source view for that desktop to
have an immediate and real time view of the status of that machine.

Qﬁg{,\y'eew IT Service Management Suite

(ErRY| veicome: mL user

‘@ Incidents » [T Goto Humoer - Q QL BT W] (€ incident = Required field =g lEEafE
» All=Assigned to = > Active = true Created by: admin
<] - Shortamcrpion | aignes AR e — :
\E g OO0 etwork  4-Low  New Routing to oregon aller 06 Employee - L
‘E o mail server _ | Location QmE
\j Firg NO2N0G  Software 3- New Can't access SFA Configuration item: Q
Bl Moderate software
Number: INC0000003
_, INC0010049  Inquiry / 4-low  New test email notification
@ os ! ICategory: Sefware -
3 I AE INC0010050  Inquiry 2 - High Resolved test notification L/ | Subcategory: Email -
- Help Impact: 1- High -
I -
Firg NCI0081 Inquiy 4-low  New Urgency 1-Figh =
Help
. INCO010093  Inquiry / 5. New blue screen IPrority 1- Critical S
Ofe
2 Help Planning [ ]employee@yourcompany. 1
[0 INC0010106 Hardware — 4-Low  New I Short description: incident opened from NEXThink
INCO010112  Inquiry / 4-low  New Reset the password | Hotify: {Send Email i
&} Help for ML User on | il
4 (] » 4 (] »

ServiceNow dashboard with incident coming from NEXThink events
and a one-click link to open Finder within incident context

More technical information about this feature can be found here.

Receiving alerts from the Engine via syslog and/or email messages
[ NEXThink: Desktop Intemet access issues (network) - Modilla Thunderhildl =)

NEXThink Alerts are notifications of the PR P T e

latest relevant information generated by the ey (obifoee] | et o] e
NEXTh”’]k Eng”’]e_ Eu\:_l:.': NEXThink: Desktop Internet access issues (network) mmmmnnliuu
In this document we will focus on the | source  NexThink E
investigation based alertsand how it is il

possible to generate local and remote syslog Descrption DiSP12¥s @ st of sources facing network sccess issues when tying to
events and/or an email when a predefined e e

alert investigation is triggered. .

Only the administrator can configure alerts T 1oy o e e 1
that generate syslog events, whilst email b 81 stochment sletap 152 byt & soe -
alerts can be configured by every user via = —

the NEXThink Finder. ) _
Email message generated by the NEXThink

Engine when an alert is triggered
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An alert is very similar to an investigation, with the additional configuration required for the
criticality of the alert (normal or high), the frequency of notification (immediate, hourly, daily or
weekly) and the type of notification required (displayed on the NEXThink Finder Home page,
generation of a syslog event or the sending of an email).

Criticality: Frequency: JalsIigi
; Immediate
Daily
Weekly
B send syslog

W send e-mail:

= ——

More technical information about this feature can be found here.

Interacting with the Engine via the Web API

NEXThink V4.1 introduces a new feature specifically built to allow improved integration with
third party products that need to interact with the NEXThink solution. In fact, while the alerts
integration mentioned above is purely unidirectional, the new Web API allows users to
configure specific investigations and to trigger their execution when required, by executing an
HTTPS query directly to the NEXThink Engine.

As an example, this bidirectional data exchange can be used by an IT Asset Management
solution on a daily basis to collect software license information using NEXThink, triggering a
investigation via the Web API, and collecting the resulting live data via XML..

The Web API is built upon REST (REpresentational State Transfer) and needs a simple one-
time configuration of the required investigation via the NEXThink Finder. Once the
investigation is configured, a secure HTTPS URL is generated and exported from the Finder,
and this URL will be used to trigger the investigation from the third party solution as required.

d.b Search Jo) | ") @ Alllaptop computers €3
Q Investigation S
4 Computer type First seen
;{ Settings DONUT laptop 04/20/2012 @ 11:
GUILLAUME-THINK laptop 04/02/2012 @ 05:
Section: Web API - G-VAID laptop 04/13/2012 @ 05:
@ Alllaptop comp LLIDO-PC laptop 04212012 @ 12
Edit... Ctrl+E BRI laptop 04/02/2012 @ 11:
Run... -L07 laptop 04,/03/2012 @ 04:
Duplicate F8 MNG001  laptop 04,02/2012 @ 06:
HER laptop 04,/08/2012 @ 06:
L= o= laptop 04/04/2012 @ 04
Rename F2 laptop 04/02/2012 @ 06:
Disable laptop 04/02/2012 @ 05:
laptop 04,02/2012 @ 05:
Run in browser... I
Copy URL LAPTOP  laptop 04/02/2012 @ 05:
View schema...
|
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The data is returned as XML by the NEXThink Engine and as such it can also be viewed with
a standard web browser to ensure that everything is correctly configured on the NEXThink
Engine.

r-u
kil & https://192.168.0.80:1671/1/investigations/4914748544/All%20laptop %20

<?xml version="1.0" encoding="UTF-8"?>
- <investigation name="All laptop computers" xmins:xsi="http:/
xmlins="http://www.nexthink.com/1/api/investigations"=
- «header=

- <c0>

<name>Name</name>
</c0>

+<cls

+ <2z

+<c3x

+ <4

+<c5>

+ b

+ <l

+ <8

</header>
- <body>

- are
<c0=VINCENT-LAPTOP</c0x
<cl=laptop=</cl:>
<c2>2012-04-02T17:54:02</c2>
«C33>2012-04-22T13:55:41</c3>
<c4=Sony</cd>

More technical information about this feature can be found here.

Integration with Microsoft Systems Center Configuration Manager

NEXThink has been working on the integration of Microsoft SCCM 2007 in our solution for
some time, and we felt that it was a natural progression to extend our integration to Microsoft
SCCM 2012, which has been released recently.

Together with our recent acceptance in the Microsoft System Center Alliance Program, this is
further evidence of the importance that we give to the integration of our solution with a broad
ecosystem of technology partners.

Microsoft System Center Configuration Manager integration with NEXThink V4.1 offers the
following advantages:

e Bridge for dynamic collections
e Advertisement tracking, including execution

o Real-time reporting and instant search
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| % Installed packages NEXThink Add
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&  Recent patches installations & [l User detats 1Y
& Printers and print jobs ! ;@ Used devices Izl
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NEXThink for Microsoft SCCM 2012 with the contextual NEXThink "magic button"

1 NEXThink for SCCM
4 [&) NEXThink for SCCM
b () Engines
» @, Sources
4 24 Advertisement trackings
4 ] Notepad++ (WIN2001C)
4 & Package tracking
8 with package (3)
{71 without package (14)
4 @ Execution tracking
8 with execution (3)
!’] without execution (14)
4 @ Combined package and execution tracking
) with package and execution (3)
tf] without package nor execution (14)
a @ System Center Configuration Manager
< m J

. —
Live stats: (3 45 active sources @]
fessaonsfazen G
wource e
= I o
Highmemoryus.. 10 1-DBCDBA0.. | 31
Low connectivity 14 NEXTHINK-.. | 30
lowdiskspace 12 SHABO [ |30
Sourceswithhig.. 12 {1171 [T 0 DOnoneg | weamx. )2
IGN2PCE4 | 24
s 21
No alerts NXTVZO | 24
NXT-L16 24
INXT-FINDER 24
crom [ 21
Qromewage ¢ EEEEEES——— | L L2
Ardersge 1 CENSSSSSS—————— S D2
Fireoxusage 4 SRS oo SO o 110
(e o= § KOMNbIOT... | 6
- Mozilla Thunderb... 3@: 4 1CBCO7PCO4 | 6
< [ i

NEXThink for Microsoft SCCM 2007 with Advertisement tracking and the NEXThink Finder integration

More technical information about this feature can be found here.
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